
540, Unit 1705, 17th Floor, Mercury Tower, 

Ploenchit Road, Lumpini, Pathumwan, 

Bangkok 10330 Thailand  

Tel: +(66) 2 2525895-6 Fax: +(66) 2 2525897 

www.bgloballaw.com 

E-mail: info@bgloballaw.com 

 
Legal Insight Vol. February 2023 

 

 

 

 
 

 

 

 

 
 

      

    

    

 
  

 

 

1 
 

 Bangkok Global Law 

The regulations to tackle online fraud and enhance 

public security 

The 2023 Agenda of the Ministry of Digital Economy 

and Society of Thailand ("DES") aims to prevent and 

suppress technological crimes by implementing a new 

legislation and amending existing laws. Because of a 

high volume of online scams and call center fraud, the 

DES has planned to have an emergency decree on  

prevention and suppression of technology crimes, 

which could be seen as the key resolution to combat 

mule accounts and online fraud. In addition, in order to 

effectively combat online fraud and hybrid scams, the 

DES, with the assistance of neighboring countries, 

where the scammed call centers are located, employ the 

use of technologies to suspend the telephone numbers 

being used to commit fraud. As a result, if the new laws 

and policies are put into place, the number of cases may 

be reduced. 

Aside from reducing and preventing online scams, the 

DES intended to implement the National Digital Health 

Platform that would connect patients' medical records 

across hospitals and would also develop the health link 

system to exchange the medical records of the patients 

between the hospitals. However, the health link system 

would be activated once the consents have been given 

by the patients.  

In conclusion, in case DES’s plans have been 

successfully achieved, the number of online frauds 

could be reduced and the government enables to arrest 

the groups of online scammers. Indeed, the upcoming 

laws, regulations, and policies could enhance both the 

security of online transactions and national security. 

 

SEC Thailand issues Regulations on Digital Asset 

Custody 

The Office of the SEC of Thailand (“SEC”) has issued 

regulations, having effect since 16 January 2023, 

requiring digital asset business operators that have 

custody of customers’ digital assets to have the system 

of the digital asset wallet management to store digital 

assets and cryptographic keys (“Keys”). This is to 

facilitate efficient custody and assure the safety of 

clients’ assets because the Keys and data are tools for 

approval of transfers and transactions of the digital 

assets in the digital wallets.  

The regulations appear in recent Notifications of the 

SEC, including the guidelines, conditions, and means of 

digital asset business operation, and the Notification  

concerning the details of the digital wallets and keys 

management system, which have their core 

requirements  as follows: 

1. Policy and practice related to system 

monitoring and management of the digital assets 

custody 

Policy: The digital asset business operators shall have 

policy in writing approved by the SEC which has at 

least 2 main points including, firstly, risk management 

of the digital assets custody which is consistent to the 

company’s policy and enterprise risk covering the risk 

identification, risk assessment, risk control, and 

secondly, system management related to custody of 

digital assets, regarding design, development, and 

management of the digital assets wallets. 

Practice: The digital asset business operators shall 

provide system management and monitoring of the 

digital assets custody to be pursuant to the policy 

relevant to the risk and system management. 

2. System management related to the digital assets 

custody  

The digital asset business operators shall have policy 

and process in the system management of the digital 

assets custody. In case that the operation of the business 

relates to creation, maintenance, or access of keys, 

original data, or other data, the digital asset business 

operators shall provide the policy and process in system 

management of the digital assets custody in such 

operations of the business. 
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3. Management of the incident which potentially 

affects the digital assets custody system  

The digital asset business operators shall have the 

incident management, in a case that the incident could 

possibly affect the digital assets custody system by 

complying with the guidelines as follows: 

1. setting steps, procedures, and 

person(s), in charge of, the incident 

management; 

2. conducting once-a-year testing on 

steps and procedures of the incident 

management; 

3. Reporting the incident that potentially 

affects the digital assets custody system to the 

person(s) in charge and the SEC in due course; 

4. In the event that the incident 

considerably affects the stability and the 

security of the digital assets custody system, the 

digital asset business operators shall procure 

with an independent expert, having 

accreditations or certifications, to conduct 

investigation on the stability and security of the 

digital assets custody system and the digital 

forensic investigation; 

5. Submitting the expert’s report of the 

investigations in accordance with (4.) to the 

SEC; and 

6. Preparing corrective action plans and 

preventive measurements and propose them to 

the SEC. 

In addition, pursuant to the transitional provisions, 

digital asset business operators who had provided 

custody of clients’ assets prior to the effective date of 

the regulations are required to fully comply with the 

regulations within six months as from the effective date. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Should you have any question, please do not hesitate to 

contact us via info@bgloballaw.com 

 


